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1 BBeaenue

B ycnoBusix crpemutensHOi 1 poBU3alMi O0IIECTBA U MOCTOSHHOIO POCTa KOJMYECTBA
YCIIyT, TPEIOCTaBIsIEMbIX B 3JIEKTPOHHOM BHJIE, JJIEKTPOHHAS MOJNUCH CTAHOBUTCS BCe Oolee
nonyysapHoil. KpynHble opraHuzanuu M OPEANPUSATHS, CTPEeMAIIUMEcS  IPEIOCTaBIsATh
JTUCTAaHIIMOHHBIE CEpPBUCHI W OKa3blBaTh IU(POBbIE YCIyrd, HYXAAIOTCI B  HaJEKHOU

UH(GPACTPYKTYype IMEKTPOHHOM MOANKUCH, KOTOpasi 10JKHA OTBEYATh CIEAYIOIIUM TPEOOBAHUSM

00ecTeynTh IOPUANIECKHA 3HAYMMBIH 3JIEKTPOHHBIN TOKYyMEHTO000POT;

—  HCHOJB30BAaTh OTEYECTBEHHBIC KPHUNTOTpaUyecKre airoOpuTMbl ISl 3aIIUTHI

uHpopmanuu;
—  (byHKIIMOHUPOBATH B UMIIOPTO3aMEILIEHHOM OKPYXEHUH;
—  o0ecreuuTh HEHTPATU30BAaHHOE YIIPABICHHUE KIIOUaMH U CePTU(PUKATAMU;
—  NPEIOoCTaBIATh Pa3IMYHbIE CIIOCOObI XpaHEHHUsS U HMPUMEHEHHUsS I10JIb30BATEIbCKUX
KIIFOY€EH;

—  IOAJepKaTh BO3MOXHOCTb pabOThI HA MOOMJIBHBIX YCTPOMCTBAX;

—  TPeIoCTaBIATh TMOKUI M MPOCTOM MHTEpQEc sl MHTETpaluy B pa3iInyHble OU3HEC-
IIPOLIECCHI;

—  COOTBETCTBOBAaTh TPEOOBAHUSAM PETyIHUPYIOLINX OPTaHOB.

JUi pelieHus 3TUX 3a1a4 NpeAIaraeTcs co3aarb CUCTEMY JIEKTPOHHOM MOANKMCH Ha OCHOBE
npoaykToB komnanuu Kpunrollpo, rilaBHBIM KOMIIOHEHTOM KOTOpO#l sBisiercs IIporpammubiii
komiuieke (manee — I1K) «Kpunrollpo Kitow», KoTOpbIil yCremHo mporien cepTH(GUKAIHOHHbIC
ucnblTaHus U noiayuyun ceprudukat coorsercteust PCh Poccun.

B nanHoM noxymeHTe npencrasieHo TexHuueckoe onucanue IIK «Kpunrollpo Kirou», a
TaKXe OMMCaHbl €r0 0COOCHHOCTH U MOAXO0/IbI, TO3BOJISAIOIINE OPraHU30BaTh 3((HEKTUBHYIO CUCTEMY
AJIEKTPOHHOM MOAIKCH C UCIIOIb30BAHUEM JIPYTUX MPOLYKTOB KOMITAHHUH.

JIoKyMeHT mpenHa3HadyeH sl pykoBoauTenend W TexHuuyeckux crnenuanucroB UT u Ub

MOJpa3JIeNIeHuil, CTpEeMSIINXCS K TOCTPOCHUIO HaJIe)KHOM HHPPACTPYKTYPHI JIEKTPOHHOM MOJITHUCH.
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2 Haznauenue u nem ucnoyb3oBanus Kpunrollpo Kirou

[TK «Kpunrollpo Kntou» npegnazHayen .

—  obecrieueHHsT BO3MOXKHOCTH JIOKQJILHOTO, MOOWJIBHOTO W (HJIM) paclpeaeieHHOro
3alMIIEHHOI0 XpaHEHUs ¥ UCII0JIb30BaHUs Kitouel noanucu [lonp3oBareneil, Bkiroyas
nojnucanue u mudpopanue/pacnGpoBaHue MMEKTPOHHBIX TOKYMEHTOB;

—  yJaJICHHOM MPOBEPKH ICKTpOoHHOH noanucu (nanee — DI1) paznuyabix (opmartos;

—  HMHTErpaIluy ¢ KOPIOPATUBHBEIMU HH(POPMAIIMOHHBIMUA CUCTEMAMH.

Hensamu ncnonsizosanus 1K «Kpunrollpo Kirow» seisrorces:

—  obecrieueHue OPHUAWYECKON 3HAYUMOCTH S3JEKTPOHHOTO JIOKYMEHTOOOOpOTa, B TOM
Yuclie IIEJIOCTHOCTH M AayTEHTHUYHOCTH (MOJJIMHHOCTH M 3allIUThl OT TMOJIEIKU)
AJIEKTPOHHBIX JJOKYMEHTOB 3@ CUET MCIOIb30BaHUS AIEKTPOHHOMN MMOANNUCH JOKYMEHTOB,;

—  obecnieueHne KOHPUACHINATEHOCTH 3JICKTPOHHBIX JTOKYMEHTOB.
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3 OcnoBHbIe BO3MOoxkHOCTH KpunrTollpo Kirou

Cnucok ocHOBHBIX Bo3MoxHocTer Kpunrollpo Kitou:
—  Coznanue, 3alMIIEHHOE XpaHEHUE W HcnoJib3oBaHue kitouei [lonb3zoBareneit D11 B

PA3THYHBIX PEKUMAX

" B MOOWJIBHOM IPUJIOKEHUH,

" B pacmpene’IeHHOM Bue (B MOOMIBHOM NMPHIIOKESHUU C JONOJIHUTEIBHOM 3aIUTOM
HI0JIb30BATEIbCKUX KIFOUCH C IIOMOIIBIO CEPBEPHOTIO KOMITOHEHTA);

" Ha OT4YyXJZaeMOM (CbEMHOM) KIIOYEBOM HOCHUTENIE (TOKEHE) COBMECTHO C
MOOWJIBHBIMUA yCTPOHCTBAMH W aBTOMATHU3WPOBAHHBIMH pabounmMu Mectamu (namee — APM)
ITonb3oBarenei.

—  VYnpaBieHue ydeTHbIMM 3anucsMmu [lonb3oBareneil ¢ BO3MOXKHOCTBIO pa3fefieHUsl Ha

TPYIIIBI ¢ PA3TUYHBIMUA HACTPOHKAMH U IO THKAMH.

— Brmonnenne kpunrorpaguuecKkMx omepanuii ¢ MPUMEHEHHEM OTEUYECTBEHHBIX

AJITOPUTMOB:

»  ayrentudukanus [lomp3zoBareneii u Oneparopos;

*  reHepauus kmouel DII, kimroueit mpoBepku DII, 3aKpBITHIX U OTKPBITHIX KIIOYEH
mudpoBanus;

*  (opMupoBaHHE 3aMIPOCOB HA CEPTU(DUKATHI;

= cosnaHue u nposepka I1?;

*  mumdpopanue u pacmmppoanue’,

—  Tloanepixka pasnudHbIX GOPMATOB MOAMHCU?

= HeoOpaboTannas noamnuck o 'OCT P 34.10-2012;

*  poamuck B popmare CMS (CAJES-BEYS);

»  ycosepmienctBoBarnas D1 (CAJES-T, CAJES-X Long Type 1);

»  moxamuck XML-nokymentoB (XMLDSIg);

»  ycosepmeHcrtBoBanHas DIl (XadES-BES, XadES-T);

! Tonpo6uee o pexumax xpanenus kmoueil B «KTAN.00118-01 96 01 Kpunrollpo Kimou. O6uiee onucanue» (Paszen 6).
LenTpani3oBaHHBI pEXUM XpaHeHHs Kioded moxamucu ¢ ucnoib3oBanneM [TAKM «Kpumrollpo HSM» peamusoran B ITTAK

«Kpwunrollpo DSS»

2 ®ynxuusa «aposepka DII» HOCTYNHA TONBKO NMPM YCIOBMM HACTPOEHHOTO B3aMMOJEHCTBHA CO CIyxkO00il MpoBepKH
cepTudukaToB 1 dnekTporHoi noamucu Kpunrollpo SVS (Moxker ncmnosap30BaThesi OMIMOHAIBHO, BX0AUT B cocTaB [TAK «Ciy:x0br
YLI» Bepcuu 2.0)

3 Jlanublit QyHKIMOHAI HENOCTYIIEH NIPH PACIIPEEIEHHOM PEKHUME.,

4 TonpoGuee o tunax D11 u popmarax nokymenrax B «KTSIM.00118-01 96 01 Kpunrollpo Kmou. Obuiee omucanuex»
(Pazpmen 11) u B oHJal{H JOKYMEHTALUU


https://cryptopro.ru/sites/default/files/products/cpkey/10/622/cprokey_overview.pdf#page=49&zoom=100,109,76
https://cryptopro.ru/sites/default/files/products/cpkey/10/622/cprokey_overview.pdf#page=49&zoom=100,109,76
https://dss.cryptopro.ru/docs/articles/rest/signserver/samples.html
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» moamuck PDF-moxymentos (PAJES-B-B, PAJES-B-T, PAJES ¢ BximoucHreM
JI0Ka3aTeIbCTB IIPOBEPKH).

—  TlakerHoe noanucanue (HECKOIbKUX JOKYMEHTOB 32 OJJHO MOATBEP)KIACHHE OIICPALIHH).

— Iloanmucanue HOKyMEHTOB B ACHHXPOHHOM pPEXHUME C BO3BpAIIEHUEM pe3yJbTaTa
(Callback) B BbI3BIBAIOIIYIO CHCTEMY I10 3aBEPIICHUHN OICPAIHH.

—  Peanusauus mHOXecTBa cioco6oB ayreHTH(UKanuu [lonbp3oBarenel, B TOM 4ucIe:

" [0 JIOTHUHY M MapoJjIo € 3alUTON KaHaja [0 IpoTokoiy TLS C ogHOCTOpOHHEH
ayTeHTU(UKAIUEH;

" 10 cepruduKaTy C 3alUTOM KaHama IO MPOTOKoday TLS ¢ aBycTropoHHei
ayreHTH(HKanueil (Bo3M0oKHO uctonb3oBanue USB-TOKeHOB 1 cMapT-Kapr);

*  ayreHTH(HKanMi moik3oBarened mo amnroputMy HMAC, onmucanHeiM B
Pexomennarusax no crangaprusanuu TK 26 P-50.1.113-2016, B MOOWIBHOM TIPHIIOKEHUN HA 0a3e
Kpunmollpo Kniou SDK;

"  [OATBEPXKACHUE OIepauuii B MOOWJIBHOM MpuioxkeHuH Ha 0aze Kpunmollpo
Knwu SDK;

"  BCIIOMOTATeNIbHAs ayTeHTU(UKALUS TPU TIOMOIIM OJHOPa30oBbIxX napoieit (OTP),
JnoctaBisieMblx B SMS-co001eHUsAX Ui 110 3JIEKTPOHHOH MoYTe.

—  HWHrerpamus co cTOpOHHUMH LIEHTpaMu uaeHTUduKauu mo npotokony OAuth 2.0 (B

T.4. C KOPIOPATUBHBIM JoMeHOM Ha 6aze MS AD (mocpencrsom ADFS) u OpenLDAP).

—  HWurerpamus ¢ ynocrosepsitomuM nentpom (nanee — Y1) na 6aze [TAK «Kpunrollpo

V1I» ans aBTOMaTU3alMU CO3aHMsI 3aIIPOCOB HA CEPTU(UKATEHI.

—  Bwusyanmuzauus (koHBepTauus U 0TOOpa)keHHE) AIEKTPOHHBIX JTOKYMEHTOB (hOpMaToB,
nepeuncieHHblx B «KTAM.00118-01 96 01 Kpunrollpo Kitou. Obmiee onucanuey,

Tepe/ BBITIONTHEHUEM ONEpallii ¢ HUMH .,

—  Jlo6aBnenue B PDF-mokymeHnTsl BuguMmoil monamucu (mramma) (OToOpakeHue

IPOM3BOJILHBIX U300pa’kE€HUI1, TOTOTUIIOB M TEKCTOB Ha IITAMIIE).

—  IIpenocraBnenue Be6-unrepdeiica st [lonpzoBateneit u OnepaTopos.
—  IlpenocraBnenue nporpammuoro uarepgeiica (REST API) nns unTerpanuu B OusHec-

IIPOLIECCHI.

—  IpenocraBnenue SDK miist BcTpanBanus B MOOMIIbHBIE TIPUITOKEHUS.
—  Peanmuzauus cucremsl onoseuieHuii Ilomp3oBareneid o COOBITHAX M ONEpalUsAX C UX

xiroyamu Ol T:

. PUSH — yBegomienus;

5 [MompobHee 0 mopaepKuBaeMbIX (popMaTax JOKYMEHTOB i UX oToOpaxenus B «KTSIM.00118-01 96 01 Kpunrollpo

Kitou. O6uiee onucanue» (Paszmen 13)


http://tc26.ru/standard/rs/%D0%A0%2050.1.113-2016.pdf
https://cryptopro.ru/sites/default/files/products/cpkey/10/622/cprokey_overview.pdf#page=49&zoom=100,109,76
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= SMS — cooO1tenns;
=  E-mail — coobuieHus.

Benenne aynurta coObITHH, CBA3aHHBIX ¢ aedcTBusMH [lonb3oBateneit, OneparopoB u

BKCHHyaTaHHCﬁ IIpOrpaMMHOI0 KOMILJIEKCA.
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4 Komnonentbl Kpunrollpo Kirou

Jis peanu3alMy yKa3aHHOro (yHKIMOHala B pasjiesie 3 HeoOXOAUMMO cO3[aTh CUCTEMY
anektpoHHoi moxamucu (namnee — COII) na 6aze IIK «Kpunrollpo Kirou». B psge cuenapues
noTpeOyeTcst HCIIOIB30BaTh JOMOJHUTEIbHBIE KOMIOHEHTHI U poaykTel Kpunrollpo.

Cocras I1K «Kpunrtollpo Kirouy:

—  Hentp UnenTudukamnumy,

—  Cepsuc Iloamnucu;

—  BeO-unrepdeiic;

—  Cepsuc Aynura;

—  Cepsuc O6paboTku J[oKyMEHTOB;

—  TIAKM «Kpumrollpo HSM»®.

Jnst pacupenyst QyHKIIMOHATBHBIX BO3MOKHOCTEH 1 crieHapueB padotsl Kpunrollpo Kitrou
HPUMEHSIOTCS CIEeIYIOLINE JOOJHUTEIbHbIE KOMIOHEHTHI:

—  Cepsuc paccouiku PUSH — yBegomnenmii;

—  Cepsuc Kmou Lite’;

—  Cepsuc B3anmonetictus ¢ SDK i1t MOOMIBHBIX MPUITOKCHHIMA 8

—  KnueHtckne KOMIIOHEHTHI:

= CpenctBo kpunrorpaduyeckoil 3amuthl uHbpopmanmu (ganee — CK3U)
Kpunrollpo CSP/JCP;

»  Kpunrollpo TSP Client (komnonent u3 cocraBa CK3U «Kpunrtollpo CSPy,
HCIIOJIB3YETCS OMIIMOHAIILHO);

=  Kpunrollpo OCSP Client (komnonent u3 coctaBa CK3U «Kpunrollpo CSP»,
UCTIOJIb3YEeTCsl OMIIMOHAIIBHO);

*  Kuirou SDK 1t BctpauBaHusi B MOOMIIbHOE MPUIIOKEHHE:

—  KpunrolIpo Knrou SDK;
e  MobGwmibHoe npunoxkenue Ha 6a3e Kpuntollpo Kirou SDK — Kpunrollpo
Kitou.

—  KpunroKinrou SDK;

e MoGuisHoe npuioxenne Ha 6a3ze KpunroKmrou SDK — KpunroKimou.

6 TTAKM nipro6peTaercst OTAebHO
7 MoOeT HCTIONB30BaTLCS KaK CaMOCTOATENbHEIH MpoaykT coBMecTHo ¢ CK3U Kpunrollpo CSP wa APM Tons3oateneit

8 Ucnonssoanue Monysei ayrentudukanuu (SDK) MIEH3MpY€ETCS TONOIHUTENLHO
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Jnst  pacmpenus (QyHKIHOHAIBHBIX BO3MOXKHOCTEH ® creHapueB paboter  COII
MPUMEHSIIOTCS ClIeAyIolue nporpaMmmubie TpoaykTsl Kpunrollpo:

—  ITAK «KpunrolIpo V1»;

—  HAK «Kpuntollpo Ciyx6s1 Y1y,

—  1IK «Kpunrollpo LleHTp MOHUTOpPUHTaY.

Onucanue ocHOBHBIX KOMNIOHEHTOB IIK «Kpunrollpo Kiarow»

Komnonenr  «llenmp  Hoenmugpurxayuu» npeaHa3HA4eH I PETUCTPALUU U
ayreHtudukanuu OmneparopoB u Ilomp3oBaTteneil, a Take ympaBieHUs HH(OpMaIei,
cojeprKalleics B UX YUYETHOU 3aIKCH.

Komnonent «Cepesuc Iloonucuy npeaHa3sHaueH AJis BBHIIOJHEHHS OIEpaluii Mo CO3/1aHUI0
MOJIINCH, a TakKe MHU(POBaHUs U pacn(pOBaHUS JOKYMEHTOB, 3arpykaemMbix Iloap3oBarensiMu.
«Cepeuc noonucuy VCTIONB3yeTCS MIPH CO3IaHUH KITIOYEH U 3aIPOCOB HA CEPTHPHUKATHI.

Kommnonentr «Beo-unmepgheiic> TpeqHa3HadeH s OpraHU3allid  MHTEPAKTHUBHOIO
B3aumozeiictBus [lons3zoBareneit u Oneparopos ¢ komnoHeHTamu [1K Kpunrollpo Kirou.

B BeG-unTepdeiice [loap3oBarento JOCTYIHBI ONEpalMK CO3AaHUs, YCOBEPIICHCTBOBAHUS U
nposepku D11, mmdpoBanus u pacmmdpoBaHus JIEKTPOHHBIX JOKYMEHTOB, CO3aHHUs 3alIPOCOB Ha
cepTuduKaThl U UX YCTAaHOBKA, HACTPOMKA MPOUIIS U TPOCMOTP JKypHAJIa CBOUX OIEPALIHA.

B BebG-untepdeiice Oneparopa BOZMOXKHO YNpPaBJIATh YYETHBIMU JJAHHBIMH IOJIb30BaTENEH,
HACTpauBaTh UM CIOCOOBI ayTEHTHU(UKAIIMHU, IPOCMATPUBATH KyPHAJ ayJuTa U CO371aBaTh OTYETHI.

g noctyna Ilons3oBateneit u OneparopoB k @yHkuusm [1IK Kpunrollpo Kitou moxer
UCIIONIBb30BaThCsl  MHTep(delic  mpukinaaHblx  HHpOpMmanMoHHBIX  cucteM  [loib3oBatens,
MHTErpUpOBaHHbIX ¢ Kommonentamu ITK Kpunrollpo Kimou mo REST API °.

Kommnonentr «Cepeuc Ayouma» mpenHazHadeH [Uisl JIOBEPEHHOTO ayJuTa COOBITHIA,
nocTynaroumx ¢ komnoneHtoB Kpumnrollpo Kirou.

Komnonentr «Cepeuc Qopabomku /lokymenmos» TpeaHa3HAuYeH JJsi paboOThl ¢
ANIEKTPOHHBIMU JTokyMeHTaMu. KommoneHT «Cepuc OO0paboTku JIOKYMEHTOBY» BBINOJHSET
npeoOpa3oBaHUE TOKYMEHTOB B pa3M4yHbIEe (OPMATHI U1 UX OTOOPaKEHHUS B PAa3HBIX CLEHAPHIX
paboThl. CepBUC OCYIIECTBISET BPEMEHHOE XPAaHEHUE AJIEKTPOHHBIX JTOKYMEHTOB IMpPH CO3JaHUH
MOJIMUCU B aCHHXPOHHOM PEXHUME.

Komnonent «Cepesuc Bzaumooeiicmeusn ¢ SDK onsa moounvnwvix npunoscenuiry (SDK API
Gateway) npeaHa3HaueH AJIs OPTaHU3AINH B3auMOAeHcTBUS Mexay SDK MOOMIBHBIX TPUTTOKEHUH

(Kirou SDK) u kommonentamu Kpunrollpo Kitrou.

9 REST API Cepsuca [Noanucu



https://dss.cryptopro.ru/docs/articles2/rest/signserver/intro.html
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IHAKM «Kpunmollpo HSM»10 MpeaHa3HaueH sl CO3AaHMs U 00eCTIeUeHUs 3aIUIIICHHOTO
XpaHEHMs KI04Yeld Oe30MacHOCTH M 3JIEKTPOHHOW HOJNMCH W BBITOJHEHHUS KPUITOrpapruecKux
omepalMii ¢ WX UCIOJIb30BaHUEM. [IporpamMMmHO-anmapaTtHelii KpunTOrpaduuecKkuii MOIyJb
BBITOJIHSACT XpaHEHHE KIII0YeBOH HH(GOpMAIMKA CEpBEPHBIX KOMIIOHEHTOB M OCYIIECTBIIAET
KpUnTorpaduueckue onepamnun HaJl M0oJ1b30BaTEIbCKUMU IaHHBIMU.

Onncanne J0NOJHATEIbHBIX KOMIIOHEHT

Kowmmonent «Cepeuc paccoinku PUSH-yeedomnenuiryy — npennazHadeH s OTIPABKH
PUSH-yBenomnenunii Ha MoOuibHbIE ycTpoiicTBa [lonb3oBaTeneii.

Komnonenr «Cepeuc Knrou Lite» (Kmrou Lite) mosBosser Ilonp3oBaresissiM BBIMOJIHSATH
KpUnTorpaguuyeckie ornepanuy ¢ MCIOJb30BaHUEM 3aKPBITHIX KIIIOUEH Ha CBOUX CTallMOHAPHBIX
yCTpoiicTBaxX M BHEUIHUX HOcHuTelsiX. Kirtou Lite MokeT Ucmonb30BaThCs B pexrMe BeO-uHTepderica
(Cepsuca [loanucu) u B pexxume MporpaMMHOTo UHTepgelica.

«Cepeuc Kniou Lite» B pexxuMe BeO-uHTepdeiica sBIsSETCs CHeLUATU3UPOBAHHBIM PEXUMOM
pabotsl komnoneHnTa Cepsuc [lonnucu I1K «Kpunrollpo Kirouy». IIpu padore B 1aHHOM pexxume
[Tosib30BaTeNtO JOCTYIIHBI CIAEAYIOLIUE ONEpPaLUN:

—  ayTeHTH(UKAIHS I0JIb30BaTeNs (aHAJTOTMYHO OOUIMM TpaBWiIaM ayTeHTH(HKAIWU B

Kpunrollpo Kinrow);,

— co3manue OIl JOKyMEHTOB pa3nuuHBIX (opMaToB, mozjaepkuBaeMbix CepBUCOM
[Tonnucu 11K «Kpunrollpo Kirouy;

—  mudpoBaHue U pacmrdpoBaHue J0KyMeHTOB (Tosibko B hopmare Enveloped CMS);

—  ympaBieHue ceptudukaramu kiarodei nmposepku Ol momb3zoBatenelt (popmupoBaHue
3allpoCOB Ha CO3[]aHME U aHHYJIMPOBAHHE CEPTU(UKATOB, YCTAaHOBKA MOJIYYEHHBIX
cepTudukaTos).

B pexxume nporpammuoro unrepdeiica «Cepsuc Knrou Lite» mpenoctapisieT BO3MOXKHOCTh
MHTETPAIlUN TPUKIAJAHBIX HHpopMamoHHbIX cucteM o REST APl mis co3manust sneKTpoHHOU
noanucu JokyMeHToB ¢ ucnonbzoBanrueM CK3U «Kpuntollpo CSP», ycTaHoBIeHHOTO Ha paboyeM
MecTe (KOMITBIOTEPE) TOJIb30BaTEIS.

Kmtoun mnoamucu Ilonb3oBatenedt (GopMHpYHOTCS U XpaHATCS HENOCPEJICTBEHHO Ha
MEPCOHAIBHBIX (CTAI[MOHAPHBIX WM MEPEHOCHBIX) YCTPONCTBAX MOJIb30BaTeNel (B T.4. C TOMOUIBIO
CbEMHBIX KJIFOUYEBBIX HOCHUTENEH), TJ€ BBIIOJIHAIOTCS KpunTorpaduyeckue orepauuud ¢
ucnonb3zoBanuem CK3U Kpunrollpo CSP.

s xoppexkTHOU paboThl pexxumoB «CepBuc Kirou Lite» Ha mepcoHanmbHOE YCTPOHCTBO

[Tonp3oBarens ycranaBiauBaercs cepruduimpoBannoe CK3U «Kpunrollpo CSPy ¢ nunensueit mist

10 TAKM «Kpunrollpo HSM» - cepruduumposannoe CK3U knacca KB2



https://cryptopro.ru/products/hsm
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pabouero MecTa U COBMECTHMBIN Opay3ep (moaaepkuBaromniuii padoty ¢ Kpunrollpo DIIIT Browser
plug-in 11).

JInuensuu Ha [10 «Kpuntollpo Kitou Lite» u CK3U «Kpunrtollpo CSP» st monb3oBareneit
cepBHCa IPUOOPETAIOTCS JOTIOIHUTEIBHO.

Jlns mpeocTaBiieHUs] THPOPMALIMKU O CTaTyce CEpTU(PHUKATOB KIIIOYEH MPOBEPKH MOAMNUCH U
METOK BPEMEHH, a TAKKe /s IPOBEPKH moanucei u ceprudukaros no 3anpocam [losnb3oBaTeneit
ucnoib3yercs nporpamMuo-anmnapatHsiii kommuieke (ITAK) «Cmyx6s1 YL». Kpome Toro, Ciy:x0b1
VII HeoOxomuMbl ajsi cOopa JoKa3aTenbCTB it ycoBepmieHcTBoBaHus noanucu CAJES-BES mo
dopmaroB CAJES-T u CAdES-X Long Type 1, noanucu XadES-BES no dpopmara XadES-T.

B cocrase COII moryT nucrnonb3oBarbes cinenyronie komnoneHTs! [TAK «CoyxOb1 V1!

—  mporpammubliii komnoneHT «Kpunrollpo OCSP Servery,

—  mporpammublil komnoneHT «Kpurnrollpo TSP Servery;

—  Cayx6a npoBepku ceptudukaToB u nnekTpoHHoi noanucu «Kpuntollpo SVSy.

KineHTcKHEe KOMIIOHEHTHI

CK3H «Kpunmollpo CSP» nipenocrapinser [lonbp30BaTento BO3MOXHOCTh YCTaHABIMBATh
Oe3omacHoe coenuHeHue ¢ ceppepHbiMu kKomnoHeHTamu [IK «Kpunrollpo Kitou» nmo nmpotokomy
TLS T'OCT, obecrieunBasi Kak JBYCTOPOHHIOIO, TaK U OJHOCTOPOHHIOI ayTEeHTH()HUKAIHIO.
[TepBruyHas ayTeHTU(UKALIUSA MOXKET OCYIIECTBIIATHCS C UCIOIb30BAHUEM JIOTHHA U MAPOJIs, a TAKKe
10 KIIMEHTCKOMY CepTH(HKATY.

Kpome toro, CK3U «Kpuntollpo CSP» (nu CK3U «Kpunrollpo JCP») ycranaBnmuBaercs
Ha cepBepbl MHPOPMALMOHHBIX CHUCTEM, KOTOpPbIE MHTETPUPYETCS C CEPBEPHBIMH KOMIIOHEHTaMU
ITK «Kpuntollpo Kitouy» ais 3amuTel nepeaaBaeMbIx JaHHBIX Mo poTokony TLS(I'OCT).

«Knrou SDK» njisi BcTpauBaHusi B MOOMJIbHOE MTPHJIOKEHH e

B nononHuTenbHbI KOMIOHEHT «Moaynb ayTeHTU(UKAIMU MOOWJIBHBIX HPUIIOKEHUI
Ooyner Bxomuth «Knrou SDKy», KOTOpBIH IMO3BOJSET OCYIIECTBISATH PAOOTYy C KOMIIOHEHTAMHU
Kpunrollpo Kitod B co6cTBeHHBIX MOOMIBHBIX NpuiiokeHusx. «Kimrou SDK» npencrasnser coboit
Habop mporpammubix OuoOmmotek (Bkirouass CK3U «Kpunrollpo CSP») mns BcTpamBanusi B
MOOWJIbHBIE TPUJIOKEHUS, TMO3BOJISIONINE BBINOIHATH omnepauuu co3ganus Ol u ympaBneHus
ceprupuxkatramu Ilonmp3oBarenell, a Takxke MOATBepkAaTh omnepauuud Ilomp3oBaTens B

Kpunrollpo Kito4, "HUIIMHPOBAaHHBIE IPYTHUMHU CIIOCOOAMHU.

1 Pekomenmyemble  Opaysepwl, nomaepkuBarome paborst ¢ Kpunrollpo DJIIIT  Browser plug-in -

https://cryptopro.ru/products/cades/plugin
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5 Bzaumoneiicreue komnoHeHToB Kpunrollpo Kirou

Ha pucynke 1 n3o0paxena cxema B3aumoierictBus kommnoneHToB Kpunrollpo Knrou. Crnera

OT TYHKTUPHOH JMHHUM OTOOPa)KArOTCSI KOMIIOHEHTBI M CEPBHCHI, KOTOPHIE HEMNOCPEICTBEHHO

cBsa3aHbl ¢ opranuzauued COII, a Taxxe cBs3u Mexay HUMU. IIpomykTel ans pacmiMpeHus

(bYHKIIMOHAJIBHBIX BO3MOXHOCTEH U ciieHapueB pabotbl COII, a Takke CTOpPOHHHE MPOIYKTHI,

PpacCIioJIOKEHEI CIIpaBa OT I'paHHUIIbI, 0003HaYECHHOM IIYHKTUPOM.

KpunroMpo Knrou .

PUSH Proxy

N
PUSH-cépeepbi

Cnyx6a ynpasneHus

Monb3oBaTensmm

e Cnyxba mapkepos
6esonacHocTn

e CepBuC paccbinku
yBeAOMNEeHUN

Kpuntolpo CSP

LeHTp UaeHTUPMKaumm

Be6-uHTtepodeiic
MNonbzosatens

[y

e Cepswuc Mognucn
e KnueHt TSP
e KnueHt OCSP

Mo6unbHoe npunoxenune
c Kniou SDK

MDAG

e Kpuntolpo CSP

B/ Cepeuca

Noanvcu
Cepsuc MNognucu

K

e Cepsuc AyauTta
e  OT4éTbl
e Kpuntollpo CSP

B/l Cepsuca Ayanta
Cepsuc Ayauta

Cepeuc 06paboTku
[ OKymMeHTOB

i I !
i | e Cepsep TSP }
H } e Cepsep OCSP |
e » |
= I

|

|

|

|
|
} KpunrtofNpo YU

Pucynok 1 — Bzaumopeticteue komnonentoB COI1 Ha 6aze [TK «KpunTollpo Kirou»
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6 PexxMbl XpaHeHUs KJII04Ye

[TIK «Kpunrollpo Kirou» 1mo3BoisieT HCI0JIb30BaTh HECKOJIBKO PEKMMOB XPaHECHUS KITHOUEH
D11 [Monb30BaTeseil B 3alUIICHHOM BHIE2:

—  HEIMOCPEICTBEHHO B MOOMJIBLHBIX MPUIIOKEHUAX Ha 0a3e «Kiurou SDKy,

— B PACHpElesIeHHOM BHJE€ B MOOWJIBHOM INPHJIOKEHHHM C JIOMOJHUTEIIBHOW 3aIlUTON

NOJIb30BaTeNbCckuX Kimoueit ¢ momomrsio [IAKM «Kpunrollpo HSMy;
—  Ha OTYYXKHAeMbIX KIIOYEBBIX HocuTensax™, mommepskupaembix CK3U «Kpumrollpo
CSPy, Brito4asi Ha MOOHIIbHBIE ycTpoiicTBa (B T.4. 1o nmpoTokoiy NFC).

Pexxum xpaHeHust Kito4el NoACcH B MOOMIBHOM ITPUJIOKEHUH BKIIFOYAET CO3/1aHNE WITH IIEPEHOC
knoueld noamucu Ilonp3oBareneld M MX 3aUMIIEHHOE XpaHEHHE B MOOWIBHOM MNPUJIOKEHMH Ha
ycrpoiictBe [lonb3oBarens. JlaHHbIE KITIOYM JIOMOSHHUTEIBHO 3alUIICHBI MapoJieM B MOOMILHOM
IIPUJIOKEHUH Ha ycTporcTse [lonb3oBarens.

3aluuIeHHOe XpaHEHHWE KIIOYEH MOJANUCH B PACHpPENEICHHOM PEeXHUME I0Apa3yMEBaEcT
3aliIIeHHoe XpaHeHne kiaroued DIl B MOOMIIBHBIX YCTpPOMCTBaX, KOTOpOe oOecreymBaeTcs ¢
MIOMOIIIBIO KITIOYEH 3alMThI, Haxoasmmxcst Ha cepBepHoii ctopoHe B [IAKM «Kpurnrollpo HSM» B
HeusBiiekaeMoM Buje. [lomonuurensHo kitou Ilonmp3oBarens 3amuiineH naposiieM B MOOUIIBHOM
IIPWJIOKEHUU Ha ycTporcTse [lonp3oBaTens.

Peanuzanus pexxnMa XpaHEHMsS KIHOYEH IOANKMCH HA CHEMHBIX KIFOUEBBIX HOCHUTEIAX
BO3MOYHa CJIEIYIOLMMH ClIoco0amMu:

—  ucmonb3oBaHue Kirouel moxnuck Ha APM Ilonb3oBarens (B Web-unTtepdeiice win B

KOHCOJIbHOM IpuiioxkeHun uHterpupoBanHoit MIC) ¢ momouisio cepuca Kitou Lite;

—  WCNOJb30BaHUE KIIOYEH MOANKUCH AHAJIOTMYHO pEXHMY XpAaHEHUS KIIOYEH B
MOOWIBHOM NpriiokeHHH Ha 0asze Kimou SDK 3a Tem nckitoueHneM, 4To KOHTEHHep ¢
KJIIOYOM MOJINHMCH XPaHUTCS B HEU3BJIeKaeMOM Buje Ha kimoueBoM Hocutene (PKH)
tuna Pytoken DI, B T.u. ¢ moaaepskoii nporokona NFC. Ucnosnp3oBanue Kioya
HOJIKMCH BO3MOXKHO TOCPECTBOM MOOMIIBHOTO MpuiioxkeHust Ha 6a3e Kimou SDK u Ha
APM Ilonp3oBarens.

Cpoxk xpanenus kitoueit noanucu [lonp3oBareneil B MOOMIBHOM NPUIIOKEHUU B THOPUTHOM
BUJE cocTaBisgeT MakcuMyMm 15 mecsueB. Ha otuyxknaembix Hocutensax (®KH) tuma Pytoken c

nogepxkoit mpotokona NFC ximroun moxamucu Ilonp3oBarenell MMEIOT OTpaHUYEHHUS CpOKa

12 O pexxumax xpanenus kirodeit B «OKTSI.00118-01 96 01 KpurrrolIpo Kimou. O6uiee onmcanve» (Paznen 6). LleHTpanuzoBaHHbIi

¢ ucrnions3oBanreM [TAKM «KpurrrolIpo HSM» pexxiv xpanenwst kimoueit noamicu peamzosat B [TAK «KpurrroIIpo DSSy.

13 TTompoGHee PO MOAAEPKUBAEMBIE OTUYKIAEMBIX KIIFOUEBBIX HOocuTeNsx B «KTSIM.00118-01 30 01 dopmysp»

12


https://cryptopro.ru/sites/default/files/products/cpkey/10/622/cprokey_overview.pdf

N
P KPUITOMPO
~—

nercTBust MakcuMyM 36 MmecsreB (B coorBeTcTBUU ¢ «KTAM.00118-01 95 01. KpunrolIpo Kirou.

[TpaBuiia mOIB30BAHUAN).
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7 CucTeMHOE OKpPYXKEeHHe

IIK «Kpunrtollpo Kirou» npencrapiser codoii HaOop BEO-CEPBUCOB, MMOATOMY KO BCEM €r0

KOMITOHCHTAaM IPEABABIIIIOTCA OANHAKOBBIC CUCTCMHLIC Tpe6OBaHI/Iﬁ.

Jlnst pyHKIMOHUPOBAHUS CEPBEPHON YaCTH B *nix-CUCTEMaXx:

OC CH Astra Linux Special Edition Bepcun 1.7 Cmonenck (PYCB. 10015-01);

CK3U u3 coctaBa KOMIIOHEHTOB BbIOpanHoT0 McnioiaHeHus (cm. XKTAM.00118-01 30 01.
Kpuntollpo Kitou. ®opmysip);

CYB/I PostgreSQL 11 u Beimie, Jatoba 4 Platform V uiu Pangolin SE 6;

BeO-cepBep nginx 1.18.0 u BeiIE.

g dynkunonupoBanus cepBepuoit uactu B OC Windows:

OC Microsoft Windows Server 2016/2019/2022 (x64);

CK3U u3 cocraBa koMrnoHeHTOB BbIOpanHoro ucronHeHus (em. XKTAM.00118-01 30 01.
KpunTtollpo Kitou. ®opmysip);

CYB/J SQL Server 2016/2017/2019/2022,;

BeO-cepaep 1IS, cooTBercTBytOmMit Hicrionbzyemoit OC.

Jlig GyHKIMOHUPOBAHUS MOJIb30BaTeIbeckoro APM:

ornepanroHHas cucrema, nojgaepxxusaemas CK3M Kpunrollpo CSP/JCP;
CK3MU u3 coctaBa KOMIIOHEHTOB BbIOpaHHOro ucnosnHeHus (em. XKTAN.00118-01 30 01.

Kpunrollpo Knrou. ®opmyisip);

BeO-Opay3ep ¢ ycraHoBieHHbIM TutaruHoM Kpunrtollpo Browser plug-in (Chromium

Gost, SAnnexc.bpaysep, Opera, Firefox) (onuuonansHO).

Jlnst GyHKIIMOHUPOBAHUS M0JIb30BATENICKOT0 MOOMIIBHOTO YCTPOUCTBA!

mob6mitbHas OC 10S Bepcun He HUXke 13 (npu ucnonszoBanuu Kimtou SDK) nu6o 15 (npu
HCIIOJIb30BaHUU MOOMJIBHBIX MpHIIOKeHUi), Android Bepcuu He HUXeE &;

MoOMIBHOE TIprITockeHne Ha 6ase Kirrou SDK.

CYBI[ HC Tpe6y10T051 AJI KIIMCHTCKUX KOMITIOHCHTOB U CCPBCPHBIX KOMIIOHCHTOB, KOTOPLIC

He uMerT coOctBeHHOM BJI. B Hacrosmmii MOMEHT TakMMH KOMIIOHEHTaMHU SBISIOTCS BeO-

unrepdeiic [Toap3oBaresns u Cepruc B3aumoaeictus ¢ SDK, a takxe Kirou Lite.

14
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8 TunoBble CTPYKTYPHBbIE CXeMbI KOMILJIEKCA
TeXHUYeCKUX cpeacTts CepBuca 3JIEKTPOHHOU MOANMUCH HA 0a3e
K «Kpunrollpo Kirou»

8.1 Cxema cucreMbl 2JJIEKTPOHHOII moanmucu B 0a30BOM
KOHUrypauuu

Cuctema >11eKTpOHHOM MoANUCH B 0a30BOM KOH(UIypaluu HpeicTaBiIeHa Ha PUCYHKE 2 U
COCTOUT M3 OJHOTO BBIJCJICHHOTO CErMEHTa, 3aIIUIIEHHOIO MEXCETeBBIM JKpaHOM (He Hibke 4
KJ1acca 3amuThl 1o TpedoBanusM O@CB Poccun mim MexxceTeBbIM 9KpaHOM YPOBHS BeO-cepBepa (THIT
"), ceprudpunupoBannoro ®CTIK Poccun u cooTBeTCTBYIONIETO 4 KiIacCy 3alIUThl TpeOOBaHUH K
MEKCETEBBIM DJKpaHaMm), CHUCTEMON oOHapyxeHus BropikeHuil (ceprudurmpoBannoii ®CTIK
Poccun u cootBeTcTBYIOLIEH 4 Kiaccy 3alllUThl WK BbIle TPeOOBAaHUN K CUCTEMaM OOHapyKEeHUs
BTOP)KCHUI) I CPEICTBOM OOHapyxeHus arak, cepruduuupoBanabiM @Ch Poccun, u BKitodaer:

—  Cepsep ¢ komnonentamu 1K «Kpunrollpo Kitow» (1 mir.);

—  ITAKM «Kpunrollpo HSM» (1 mt.);

—  Cepsep ¢ komnonentamu [TAK «Cayx6s1 Y1I» (1 mt.) (ITO «Kpuntollpo TSP Server»

u «Kpunrollpo OCSP Servery, «Kpunrollpo SVS») — ommuonansHo (B citydae
HeoOxoaumoctu co3aanus Ol ycoBepiieHCTBOBaHHOTO opmaTa 0€3 MOJIKIIOUEHHUS K

BHetHUM Citysx0am YII).
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Pucynoxk 2 — Tunosast cxema COII B 6a30Boi# KOH(UTYpanun

HepequL OCHOBHBIX KOMITIOHCHTOB ITPC/ICTABJICH B Ta6J'II/IHe 1 "mxe.

Taomuua 1 — OcHOBHBIE KOMIIOHEHTHI

Kiacc 3amurel

KommnoneHT Ha3naueHue KOMIOHEHTA
CK3Hu

CepBep ¢ OCHOBHBIMU J1J1s BBITIOJTHEHUST OCHOBHBIX KPUNTOTPadUIECKUX KC3
komnoHeHTamu [1K ONEPALM, CBSI3aHHBIX C 3JIEKTPOHHOU MOANHKCHIO, C
«Kpunrollpo Kirou» mm@poBaHUEM H TIp.
Cepgep ¢ pononnureabHeiMd | — MDAG — cepBuc B3aumoaeicTBus ¢ MoOuwiabHbIM | KC3
komnoHeHTamu [1K MPUIOKEHUEM;
«Kpurnrollpo Kirowy» — Push Service — cepBuc yBegomiienunit
I[MAKM «Kpunrollpo HSM» | [lns obecriedeHuns: BRICOKOTO YPOBHSI 0€30TaCHOCTH KB2

Bepcunm 2.0M

KpUNTOrpaduueCKuX ONEPaIHid, CBSI3aHHBIX C
00pabOTKOM, XpaHEHHEM U MCITOJIb30BaHUEM
KpUNTorpadhu4ecKux Kirouei u udpoBbIX MOAMUCEH

WudopmanmonHas cucrema

s obecnieuenust B3anmoneiicteust [lons3oBarens u
COIl

MoOunsHOE yCTPOHCTBO
MY)

s monb3oBanus ycayramu COII ¢ MOOHIBHOTO
yCTpOHCTBA

APM Ilomnp30Bareis

Jns monms3oBanms yeyramu COI1

14 TAKM «Kpumrollpo HSM»»
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HepequL AONOJHUTCIIbHBIX KOMIIOHCHTOB IIPCCTAaBJICH B Ta6n1/1ue 2 HUXKE.

Tabauna 2 — JlonoaHuTeIbHbIE KOMITOHECHTHI

Kiunacc 3amuThl

CK3H1

KomMnoHneHnT Ha3HavyeHne KOMIIOHEHTA

ITAK «Ciyx661 Y1L» st mpeocTaBIIeHAs MITaMIIOB BPEMEHH, KC2
nH(OPMAITUH O CTaTyCe CEPTUPUKATOB KITFOUCH
npoBepku DI, a Takke MPOBEPKU CEPTHPUKATOB U

3JIEKTPOHHOU MOIUCH

8.2 Cxema cucTteMbl JJIEKTPOHHOI moamucu B 0a30BOM
KOH(pUrypauum ¢ ropsiayuM pe3epBHPOBAHUEM

Cucrema 3JeKTPOHHOM NOANKCH B 0a30BOM KOH(UTYpAIMH C TOPSYUM pe3epBUPOBAHUEM
NpeJCTaBlIeHa HAa PUCYHKE 3 W COCTOUT W3 OJHOTO BBIIEICHHOTO CErMEHTa, 3allUIIEHHOTO
MEXCEeTeBbIM SKpaHoM (He Hibke 4 kinacca 3amuThl no TpedoBanusiM @Ch Poccun uiin MexceTeBbIM
9KkpaHoM ypoBHS BeO-cepBepa (tum "I'), ceprudumuposannoro DCTOK Poccunm wu
COOTBETCTBYIOLIETO 4 KJacCy 3alMThl TPEeOOBaHMH K MEXKCETCBBIM JKpaHaM), CHUCTEMOM
oOHapyxeHust Bropxenuii (cepruduimpoantoit ®CTOK Poccun u coorBercTByMOIIEH 4 Kiaccy
3allMThl WJIM BhIIE TpeOOBaHMH K CHCTeMaM OOHApy)KEHHs BTOPXKCHHI) WM CPEICTBOM
oOHapysxeHus arak, cepruduuupoBanHsiM @CB Poccun, u Bkimtouaer:

—  Cepsep ¢ xomnonentamu 1K «Kpunrollpo Knrow» (1 mir.);

—  TTAKM «Kpuntollpo HSM» (2 mir.);

—  Cepsep ¢ komnonentamu [TAK «Cryx6b61 YII» (1 mt.) (ITO «Kpunrtollpo TSP Server»

u «Kpunrollpo OCSP Server», «Kpunrollpo SVS») — onmumonansHo (B ciiyyae
HeoOxoaumocTu co3aanus Ol ycoBepiieHCTBOBaHHOTO GopmaTa 0€3 MOIKIIOUEHUS K

BHemHUM Ciyx6am YII).
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A
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M3 He HMxe 4 knadca PCE + COB He Huxe 4 knacca PCTIK/ COA dCh

K «Kpurmol po Ko - 1

MAKM«Kpurma o HSMb - 1

Pucynok 3 — TunoBas cxema COII B 6a30B0ii KOH(MUTYpAITUH C TOPSYUM PE3ECPBUPOBAHUEM

[lepeyeHb OCHOBHBIX KOMIIOHEHTOB TPEACTABJICH B TA0IHUIE 3 HIDKE.

Taomuua 3 — OCHOBHBIE KOMIIOHEHTHI

Kiacc 3amursl

KommnonenT Ha3zHayeHue KOMIOHEHTA
CK3Hu

CepBep ¢ OCHOBHBIMH J1J1s BBIIOJTHEHUS! OCHOBHBIX KPUNTOrpauuIecKuX KC3
koMroHeHTamu [1K oIeparuii, CBA3aHHBIX C 3JEKTPOHHOMN MOANHMCHIO, C
«Kpunrollpo Kirou» m(poBaHUEM H TIp.
Cepsep ¢ nononuutensabiMu | — MDAG — cepBuc B3aumopeiicTsust ¢ MoouinbabiM | KC3
koMmmoHeHTamu [1K IIPUIOKEHUEM;
«KpurnrrolIpo Kirow» Push Service — cepBuc yBegomieHui
ITAKM «Kpunrollpo HSM» | [lna oGecriedeHuns: BHICOKOTO ypOBHS 0€30IaCHOCTH KB2

Bepcun 2.0%°

KpHUnTorpadhuIecKux Oreparyii, CBSI3aHHbIX C
00pabOTKOM, XpaHEHHEM U MCITOJIb30BAHUEM
KpUNTOrpaduuecKux Kirouei u udpoBbIX MOAMUCEH

HNudopmarmonHas cucrema

Jns obecnieuenus B3anmoaercTsus [lomb3oBarens u
Coll

MoOunsHOe yCTpOHCTBO
MY)

s monb3oBanus ycayramu COII ¢ MOOHIBHOTO
yCTpOHCTBA

APM Ilonp3oBaTens

st monb3oBanus yenyramu COI1

15 TAKM «Kpumrollpo HSM»»
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HepequL JONOJHHUTECIIbHBIX KOMIIOHCHTOB IIPCACTAaBJICH B Ta6n1/1ue 4 Huxke.

Tao6ymma 4 — JIonoJHUTEeIbHbIC KOMIIOHCHTHI

KoMmnonenr

Ha3nayenue KOMIIOHEHTA

Kiuacc 3amuThl

CK3H1

ITAK «Ciyx661 Y1L»

s mpemocTaBIeHMs ITAMIIOB BPEMEHH,
rH(pOpPMAIH O cTaTyce CepTU(UKATOB KITFOUeH
npoBepku DI, a Takke mpoBepku cepTUHUKATOB U
3JIEKTPOHHOU MOJMUCU

KC2
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8.3 Cxema cucTeMbl 3JIEKTPOHHOW MOANMCH B KJIACTEPHOMH
KOHUrypauuu

Cucrema »JIEeKTPOHHOM MOJIMKCH B KJIACTEPHON KOH(UTYpalK IPeCTaBlIeHa Ha pUCYHKe 4
U o0ecrieuynBaeT BBICOKHI YPOBEHb JOCTYIMHOCTH M HENPEPHIBHOCTh (DYHKIIMOHHUPOBAHHUS 32 CUET
pPE3EpPBUPOBAHUS BCEX OCHOBHBIX KOMIIOHEHTOB CUCTEMBI M1 PABHOMEPHOI'O PACIPEIEICHUS TI0 HUM
Harpy3KH B MIEPHOJ] BBICOKOM MHTEHCUBHOCTHU 3anpocoB [lonb3oBareneii.
Cucrema 3JeKTPOHHOM MOJIUCH B KJIACTEPHON KOH(DUTYpalluu MOXKET COCTOSTh U3 OJHOTO
WJIM HECKOJIbKUX BBIJICJICHHBIX CETMEHTOB, 3aIMIIEHHBIX MEKCETEBBIM SKpaHOM (HE HIDKE 4 Kilacca
3anuThl 10 TpedoBanusmM OCB Poccun ninm MexceTreBbIM SKpaHoM ypoBHs BeO-cepBepa (tum "I™),
ceprupunupoBanabiM @CTOK Poccun u cooTBeTcTBYOmUM 4 KIacCy 3allUThl TPeOOBaHUU K
MEKCETEBBIM OJKpaHaMm), CHCTEMOil oOHapyxeHus BTopxkeHuil (ceprudurmpoBannoit ®CTIK
Poccun u cooTBeTcTBYIOMIEH 4 KiacCy 3alllUTHI WM BBIIIE TPEOOBAaHUN K CHCTEMaM OOHApYKEHUs
BTOP)KEHUI) WM CPEACTBOM OOHapykeHus atak, cepruduimpoanibiM @CB Poccun, u BKITIogaeT:
—  Cepsep ¢ komnonentamu 1K «Kpunrollpo Kirow» (2 mir.);
—  ITAKM «Kpuntollpo HSM» (2 mt.);
—  Cepsep ¢ xkommnonentamu [IAK «Cryx6er VI» (ITO «Kpunrollpo TSP Server» u
«Kpunrollpo OCSP Servery, «Kpunrollpo SVS») (2 mir.)— ommuoHaibHO (B ciydae
HeoOxonumocT co3fanus DIl ycoBepuieHCTBOBaHHOTO (opmara 0e3 MOJKIIOUEHHs K

BHemHuM Ciyx6am YII).
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Pucynok 4 — TunoBasi cxema COII B kitacTepHoO# KOH(DUTYpALHH C TOPSIUM PE3EPBUPOBAHNEM

Hepequb OCHOBHBIX KOMIIOHCHTOB MPCACTABJICH B Ta6J'II/II_IC 5 Huxe.

Taomnuua 5 — OcHOBHBIE KOMIIOHEHTHI

Kuaacc 3ammrel
KommnoneHnr Ha3znauyeHne kKOMIIOHEHTA
CK3H1
CepBep C OCHOBHBIMH Ji1st BBINIOJTHEHHS OCHOBHBIX KPUIITOTrPahrUeCcKuX KC3
kommonenTamu 1K ONEPALM, CBSI3aHHBIX C 3JIEKTPOHHOU MOAMHKCHIO, C
«Kpunrollpo Knrou» mdpoBaHUEM H TIp.
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Kuacc 3amurel

KoMmmnonenTt Ha3nayeHue KOMIIOHEHTA
CK3Hu
Cepgep ¢ pononaaureabHpiMd | — MDAG — cepBuc B3auMoaeicTBus ¢ MoOuwiabHbIM | KC3
koMmmoneHTamu 1K MPUIIOKEHUEM;
«Kpurrollpo Kirouy — Push Service — cepBuc yBegomieHui
ITAKM «Kpunrollpo HSM» | [lnst obecriedeHnst BEICOKOTO YPOBHS 0€30MaCHOCTH KB2

Bepcun 2.0'°

KpunTorpadguIecKux ornepauii, CBI3aHHBIX C
00paboTKOM, XpaHEHUEM W UCIIOJIb30BAaHHUEM
KpunrorpadgudecKux KIodeil 1 MuPPOBEIX ITOAIHCEH

WudopmanmonHas cucrema

,HJ'IH obecrieueHus B3aumoaencTus Ilonap3oBatens u
COoIl

MoOuipHOE YCTPOCTBO
MY)

Jmst monb3oBanus yenyramu COII ¢ MmoOuiIpHOTO
YCTpOWCTBA

APM TIlonp3oBarens

Mns nonezoBanus ycmyramu COI1

Hepequb AONOJHUTCIIbHBIX KOMIIOHCHTOB IIPCICTABJICH B Ta6JH/IIIe 6 HIDKE.

Tabnuma 6 — J{onoJHUTEIbHBIC KOMIIOHCHTBI

KoMmnonenr

Ha3zHayeHnue KOMIIOHEHTA

Kuaacc 3amuThl

CK3H1

MMAK «Cnyx06b1 Y1I»

Mns npenocTaBiaeHus LITaMIIOB BPEMEHH,
nHpOPMALIUH O CTaTyce CepTHU(PUKATOB KItOUei
npoBepku D1, a Takxe npoBepku cepTU(HUKATOB U
3JIEKTPOHHOM IOJINCH

KC2

16 [TAKM «Kpuntollpo HSM»
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O Cuenapuu peanusanuun Bo3MmokHocTeil Kpunrollpo
Koarou

9.1 Perucrpanus mojib30BarTejisi H HACTPOIKa Y4eTHOM 3anUCH

Bzaumopeiicteue ¢ Kpunrollpo Kitod [0CTYymHO TOJBKO — 3aperuCTpUPOBAHHBIM
[Tonb3oBarensaMm. IIponecc perucrpanuy npenocTaBleH Ha PUCYHKE 5. B mpormecce perucrpanuu
co3maeTcsd yderHas 3amuch llonp3oBarens M HAcTpamBaeTcsi CHocod ero ayTeHTH(HKAIHH.
[Tosib30BaTenb MOXKET 3apETUCTPUPOBATHCS CAMOCTOATEIBHO IPU HAJIUYMM COOTBETCTBYIOLIMX
a/IMUHUCTPATUBHBIX HACTPOEK, JINOO ¢ nomoibio Oneparopa.

K camocTosTenpHOM perucrpauuu OTHOCATCS CIEAYIOUIME CLEHAPUU PETUCTPALUU
ITonb3oBarenem:

—  CamocrosTenbHas peructpanus [lonb3oBareneM ¢ UCIOIb30BaHHEM KOMIIOHEHTa «Beo-

unrepderic» u3 coctaBa Kpunrollpo Kinrou;

—  CamocrostenbHass — peructpauus  [lonp3oBateneM 1Mo KBaJIM(UIIMPOBAHHOMY

cepruuKaTy B MOOWILHOM TpHiIoxkeHuu''. B stoM ciyuae Ilomb3oBarens HOMKeH
UMETh  JICHCTBYIOIMKA  KBaTU(UIMPOBAHHBIA  ceprudukar, utoOsl Omneparop
Kpunrollpo Kmtou cmor maeHTH(UIMPOBATh Bajeiblla COOTBETCTBYIOLIETO KIIOYa
noanucu. Csenenuss B yderHod 3anucu  [losnb3oBarens  3amosiHAIOTCS U3
YCTaHOBJIEHHOT'O cepTU(]UKATA.

K perucrpamuu Ilons3oBarenss Omnepatopom Kpunrtollpo Kirou oTHocsTCs cremyromniye
CLICHApUU PETUCTPALIUU:

—  Perucrpanus Ilons3zoBatens Onepatopom Kpunrollpo Kirou, n16o nadopmarmonHoi

cUCTeMOH, BeicTynaromien B poau Oneparopa Kpunrollpo Koy,

—  Perucrpauus [lonb3oBarens ¢ ucnonbzoBanuem croporHero Llentpa Uaentuduxanyu

(manee — CLI1), unterpupoBannoro ¢ Kpunrollpo Kimou no nporokoxy OpenlD wmu
SAML (nampumep, koprnioparuBHoro kataigora AD mocpencrsom ADFS nmm Keycloak,
i CIIU u3 cocrtaBa nHTErpupoBaHHO# KoprnoparuBHo# NC).

Hwxe npencrasien oaun u3 metoaoB peructpaunu [lonb3osarens Onepatopom KpunrolIpo

Kitou, mu6o mHpopmannoHHoil cuctemoi, Beictynaromeii B ponu Oneparopa Kpunrollpo Kirou.

Vuernyto 3anuch [lonb3oBarens coznaer Onepartop.

17 Tlonpo6ree mpo caMocTOATENBHYIO perucTpauio [ob30BaTeneM o KBaTHGUIHUPOBAHHOMY CEPTH(PHUKATY B MOOHIIEHOM

NPUIOKEHHUHU Ha pucyHKe 9, B paszene «Hunprann3anms MoOHIpHOTo npuiioxeHus Ha 6aze Kirou SDK»
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brs3ceaTeb

MpeaocTaBAfET HEOOXOAUMYIO MHGOPMALMIO AAS permcmaumm—@b

4-@ MpepocTaBAfeT yueTHble AaHHble AAS BXOAA [oAb3oBaTeAto— — —

MYTbrksoeaTens Griepamop Kol o Ko (V1)
o LleHTp NpeHTUDMKaALM K <&
e Beb-uHTepodeiic @q,@
e Cepsuc Moanucu SN @
e Cepsuc Aya1ta R o\\@@@é‘o\}
e Cepsuc O6paboTKn AOKyMEHTa Q~\‘Z' QQO ) (b\gi‘
o CepBuc B3aUMOAEHCTBUS ¢ SDK Katou Q&‘X\é{\o é\@ Q\\‘k
&
= S 50
] <2 @
_E‘ ”””””””” ’T /
KKmmoipoKnot  MAKMcKurmhoHve 2

Pucynoxk 5 — [Ipouecc peructpanuu IonszoBarens Oneparopom Kpunrollpo Kirou

9.2 Unuumajau3anus MOOMJIBLHOTO NMpUJIOKeHHsi Ha 0a3ze Kirou
SDK

Ilepen ucnons3oBannem Kpuntollpo Kirou moOunbHoe yctpoiictBo Ilonb3oBarens, Ha
KOTOPOM YCTaHOBJIEHO MOOWJIBHOE MPUJIOKEHHE, JTOJDKHO OBITh NMPUBA3aHO K YYETHOM 3amucu
[Tonw3oBarens s BeimoaHeHus onepanuil B Kpunrollpo Kirou.

Cy1ecTBYIOT ClIeyIOIIKE CIIOCOOBI IPUBSA3KH MOOUIBHOTO YCTPONUCTBA!

—  Vuunmanuzanyss MOOMJIBHOTO yCTPOWCTBA IpPH TOMOIIM CBEPKH YHHMKAJIBbHOI'O

uneHTuGuKaTopa. B naHHOM ciydyae HeoOXoJuMa MpeaBapUTENIbHAs PErucTpaus

MoOmIIbHOTO ycTpoiicTBa [lonb3oBatens. [JJanHblil mporiecc mpeIcTaBlieH Ha PUCYHKE 6;
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Bvaledoeqvol]
€A Loeve0o nvm Losdagod||
vg AdoLesund utHavm ou
AN LMvoxeH
Bva1ed0o€eqvol|
AN Loegiaesandy]

-

e LleHTp NpeHTUOHKaLM M

e  Beb-uHTEpdENC

e Cepsuc Moanucu

e Cepsuc AypuTa

e Cepsuc 06paboTkn AOKYMEHTa

e Cepsuc B3aumopenctema ¢ SDK Karou

KKy poKiod  MAKM«Kpurmol o HoMb»

Pucynok 6 — Iponecc npusszku MY Ilonb30BaTens npu MOMOLIH CBEPKH YHUKAJILHOTO

UCHTU(DUKATOPA

—  VMaunmanuzanys MOOUIIBHOTO YCTPOMCTBA MPHU MOMOIIM BEIOPaHHOTO WAEHTHPHUKATOpa

C JONOJHHUTEIBbHOH 3aluToi

QR-kom0M.

B nanHoM caydae

HeoOxoanMma

npeaBapuTCiibHass perucrpanusa MOOHUJILHOTO yCTpOﬁCTBa ITonp3oBarens. I[aHHLIfI

MpoliecC MPEJCTaBIEH Ha PUCYHKE 7;
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Mepeaaet naeHTMdMKaTop BA———---"—
KaHupyeT QR—KoA—®>E| =l
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BVo1ega0€9vol|
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e LleHTp MaeHTUOUKaLM U
e Beb-uHTEpOENC

e  Cepsuc Moanucu

e CepBuc Ayauta

e CepBuc O6paboTKM AOKYMEHTa
e Cepsuc B3anmopencTemsa ¢ SDK Katou

MKKvrmoboKrow  MAKM«Kurmol o HaM»
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Pucynok 7 — Iponecc npusssku MY Ilonb30BaTens mpu NOMOIIM BEHIOPAaHHOTO HEHTH(UKATOpa ¢

JIOTIOJTHUTEIbHOM 3amuToil QR-komom

—  Mawnmanmusanus MoOWJIBHOTO ycTpoiictBa mpu momomu QR-koma ¢ HaYalbHBIM

BEKTOpOM ayTeHTU(uKanuu. J[aHHbIHM Mpoliecc IpeCTaBlIeH Ha pUCYHKE §;
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Oneparop Kpurmol o Kiko- (V)

BVeLRg0£9vol |
€A LoBve0D MvK Losdagod|]

-®—

LleHTp MaeHTHdMKaLmmn
Beb-uHTEepdeiic

Cepsuc Moanucu

Cepsuc Ayaura

CepBuc 06paboTkn AOKyMeHTa
CepBuc B3ammopencTeua ¢ SDK Katou

Pucynok 8 — Ipomnecc npussizku MY Tlons3zoBatens rpu momomy QR-koja ¢ Ha4aabHBIM

BEKTOPOM ayTEeHTU(UKALNN

- Munnnanu3amnus MOOHUJILHOT'O YCTpOﬁCTBa IIpu MOMOIIH CaMOCTOATCIIBHOT'O IMMOJIYUYCHU A

CepTI/I(bI/IKaTa. B nmannOoM cJIy4dac HCOGXO)II/IMa npeaBapuTeCiibHad perucrpanus

MoOmIIbHOTO ycTpoiicTBa [lomp3oBartens. [JJanHblil mporiecc mpeacTaBlieH Ha pUCyHKe 9,
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@ LleHtp NaeHTHOHUKaMm
'\ Beb-uHtepodeiic

Cepsuc Moanucu

Cepsuc Ayamta

Cepsuc 06paboTkn AOKyMeEHTa
Cepsuc B3aumopenctemsa ¢ SDK Katou

Pucynox 9 — [ponecc npusszka MY Tlonp30BaTens mpy MOMOITH paHee MOTYYSHHOTO

KBaJIM(HUIIMPOBAHHOTO CEPTU(PHUKATA

9.3 Co3nanme KJI104a M 3a1Ipoca HA cepTHPUKAT

Jns BeimonHeHus: kpunrorpaduyeckux omnepauui y Iloms3oBarenst B Kpunrollpo Kirou
JIOJDKHBI OBITH KITIOY MOJMHMCH M CepTU(UKAT KIF0Ya MPOBEPKH AJIEKTPOHHOM MOANMUCH (nanee —
ceptudukar). Huxke npuBeeHb! BapuaHThl CO3JIaHUS KIIIOUa MOANMCH U 3allpoca Ha cepTudukar B
3aBHCHUMOCTH OT BBIOPAHHOT'O peXKUMa XpaHEHUs KJIIoua MOJIIUCH.

Co3manue 3ampoca Ha CepTU(UKAT MOXKET OCYIIECTBIATBCS CaMOCTOSITEIBHO C
ucnosnb3oBanueM yctpoiictBa [Tonb3oBaresns (APM Ionbs3oBarens mim MOOMIbHOE YCTPOUCTBO) WK
¢ momotieio Oneparopa.

[Ipu camocTodTensHOM co3qaHuM 3ampoca Ha cepTudukar [lonb3oBarens, HaXOASICh MO
CBOEH yUYeTHOH 3amHChio, HapUMeEp, B MOOMJIBHOM NPHIJIOKEHHUH, OTIIPABIISET 3alpOC Ha BBIITYCK

cepTuduKaTa, BHIOMpas MecTo XpaHeHus kiatoua. B BeO-untepdeiice Oneparop Kpunrollpo Kirou
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BBITpYykaeT 3anpoc Ha ceprudukar. Oneparop Y1l Beimyckaer ceptudukar [loas3oBaremto. lanee
Omneparop Kpunrollpo Kitou/ TTosns3oBarens B BeO-untepdeiice Kpunrollpo Kitou ycranasauBaer
ceptudukar B yueTHyto 3anuch llonp3oBarensa. Taxoke Ilomb3oBarenb MOXKET CaMOCTOSITEIBHO
YCTaHOBHUTH CEPTHU(PHUKAT B MOOMIIEHOM MIPUIIOKECHUH.

s renepanuu Ol u co3manus 3ampoca Ha cepTUPHUKAT HEOOXOAMMA IpeIBapUTEIIbHAS

peructpauus. Hmwke Ha pucynke 10 cxemaTHyHo u300paskeH MpoIlecc CO3JaHUS 3alpoca Ha

cepTU(UKAT U BIITyCK cepTu(dukara.

rb3oeaterb

Cospaet 3anpoc Ha cepTuduKaT U reHepupyet o»
KAtoY noanucu 3

-———————

LleHTp MaeHTUOUKaum K
Beb-uHtepdeiic Moab3oBaTers
Cepsuc Moanucu

Cepsuc AyanTta

Cepsuc 06paboTku AOKyMeHTa
CepBuc B3aumoaencteus ¢ SDK Katou
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Pucynok 10 — IIporecc co3manus ¥ XpaHSHUS KITFOYa IMOITUCH B MOOMIIEHOM IPUITOKCHHIH

Tlonp3oBareneMm

ITpu co3nanuu 3ampoca Ha ceptudurar Oneparopom, Onepatop Kpuntollpo Kitou 3axonut
noJ cBoel yueTHOH 3amuchio B BeO — untepdeiic Kpunrollpo Koy u co3zmaer HenmoanucaHHbIN
3arpoc Ha cepTH(HKAT C olepanueil MmoamucaHus 3ampoca Ha cepTuduKar uyepe3 MoOMIbHOE
ycrpoiictBo Ilonb3oBatens. [Janee Ilonp3oBaTento HeoOX0MMO OANUCATH 3alIPOC Ha cepTUdUKaT
U BBIOpaTh MECTO pacroioskeHus kioda noxanucu llonp3oBarens. B BeO-untepdeiice Oneparop

Kpunrollpo Kitou BeIrpyskaer 3ampoc Ha cepru¢ukar. Onepatop Y1l Beimyckaer cepTudukar
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[Monw3oBarenio. [lanee Onepatop Kpunrollpo Kimou/Tloas3oBarens B BeO-untepdeiice Kpurrollpo

Kitou ycranaBnuBaer ceptudukat [Tonp3oBaTento.

s reneparun OI1 u co3manus 3ampoca Ha cepTU(UKAT HEOOXOaUMMa MpeaBapUTeNIbHAsS

perucrpanus. Huxe Ha pucynke 11 cxemaTuyHo n300pakeH HpPOLIECC CO3JaHUS 3alpoca Ha

cepTudUKAT U BBITYCK cepTU(dUKaTA.

[brs3oEaTerb

[eHepupyeT KAKY NoANUcH 3I'I—|

“®

—ToanucbiBaeT 3anpoc Ha cepmq)MKaT—l

LﬂepeAaeT NOANWCAHHbIY 3anpoc Ha cepmd)mm—@—b'

MS(FMbaomm

aooduee o edoledau
leemagouQ :

- — — —
o

OTnpaBAsieT 3anpoc Ha CepTM¢MKaT4I_®

Bblaaet ceptudukar |

LN

Griepatop
Kpyrmopo Ko+ (/1) |

AQ—I'IepeAaeT HEeMoAMMcaH Hblii 3anpoc Ha cepThdnKaT———————

e lleHTp MpeHTUOMKaUM K ‘ |
e Beb6-untepodeiic Moabszosatens ‘
e Cepsuc Moanucu |
e CepBuc Ayanta ‘
e Cepsuc 06paboTKM AOKyMEHTa \ |
e Cepsuc B3anmopencteus ¢ SDK Katou ‘ |

Pucynok 11 — [Ipomecc co3manus 1 XpaHEHHUs KII0Ya MOATMHCH B MOOMIIEHOM TIPHJIOKEHUH TIPH

nomou OnepaTtopa

9.4 Tlognucanue 3J1eKTPOHHOI0 JOKYMEHTA

Onna n3 ocHOBHBIX (DyHKIMH, oaaepkuBaeMbix B Kpunrollpo Kitou — cozmanue moanucu

AJNIEKTPOHHBIX JTOKYMEHTOB (fanee — J/1). Huxke npuBeeHO HECKOJIBKO BApUAHTOB MoAnucanus D]

B 3aBHCHUMOCTH OT BBIOPAaHHOT'O pEXUMa XpaHEHHs KJIIOYEH MOANMHUCH M HACTPOEK BTOPHYHOU

ayTeHTU(UKAITIH.

30



N
P KPUITOMPO
~—

IMpouecc moanucanus I/ yepe3 MoOMIbHOE NPHJIOKEHH e

Jns MOANUCAHUS 3J€KTPOHHOIO JOKyMEHTA [Tonb3oBarento HE00XO0MMO
ayreHtuduuuponatscs. [lanee [loap3oBarento B MOOMIBLHOM MPUIIOKEHUN HEOOXOAMMO BHIOPATh
HYXHBIH cepTudukar I, moanucrBaeMbIid IEKTPOHHBIA TOKYMEHT, a TAKXKE yKa3aTh MapaMmeTphl
u ¢opmaT noAmnucHu (MOTYT yCTaHABIMBATHCS aBTOMAaTHYECKH B COOTBETCTBUU C PEAIM30BAHHOMN
WHTErpalye MpUKIaIHON WHGOPMAITMOHHON cucTeMbl). B MoounbHOM nipunokennu Kpumnrollpo
Ko oroOpaxkaercst 31eKTPOHHBIA JOKYMEHT Tepe]l BBIIOJIHEHUEM orepanuu ¢ HuM. [locne Toro,
kak [lonp3oBarens yOenuiics, YTO XO4eT BBIMOJIHUTE JEHCTBUS C HY)KHBIM JIOKyMEHTOM, BBIOHMpaeT
kHonKy «Iloamucarey. Eciim onepanus moarsepxkaeHa [lonaszoBarenem, Kpunrollpo Kirou (npu
y4acTUU MOOWJIBHOTO MPUJIOKEHUS, €CIU K04 XPaHUTCS B HEM, Ha BHEIIHEM HOCHTENE WU B
pacrpeneneHHOM BHU/E) MOANMCHIBAET IOKYMEHT M Bo3Bpamaer ero Ilomp3oBarento B BeO-
uHTEepdeiice, B MOOMIBHOM TPWIOKEHUU WM MPH TTOMOIIM MHTETPUPYEMON cHCTeMBbI. JlaHHBIN

MPOLIECC MPEACTaBIEH Ha pUCYHKe 12.

e LleHTp MaeHTUDUKaLMM
e Beb6-uHTepdeiic Monb3oBaTens
[POXOAUT ayTEHTUDUKALNIO @» e  Cepsuc Moanwucu
L]
L]
L]

BbibupaeT napameTpbl MOANWUCH U CEPTUDHKAT U OTNPABASIET AOKYMEHT Ha nomwcn:—@b Cepsuc Ayaura
Cepauc 06paboTkn AOKyMeEHTa

MoaTBEPXAAET OMNepaLmio NnoAnmcH 3A—®> Cepsuc B3aumoaenctena ¢ SDK Katou

<«4)————————————OmpasneT NOANMCAHHbII AOKYMEHT I —
MY br3oBaters E

Pucynox 12 — IIporniecc moanmucanus 3JIeKTPOHHOTO JIOKYMEHTA Yyepe3 MOOMIIbHOE TTPUJIOKEHNE,

KJIFOY XPpaHUTCA B MOOHUILHOM MMPUITOKCHUHN

IIponecc nopnucanus /1 yepe3 BeO-uHTepdeiic HHTErPUPOBAHHOM HHPOPMALMOHHOM
CHCTEeMbI

JUia  monamucaHus 3JEKTPOHHOTO JOKyMEHTa B BeO-UHTepdeiice HHTErpupOBaHHOM
uHpopMaloHHOM cuctemsl [loabp30Barento He0OX0MMO BbIOpaTh cepTU(UKAT U MOANKUCHIBAEMBIN
AIIEKTPOHHBIA JOKYMEHT, MapaMeTpbl W (opMaT MOANUCH YCTAHABIMBAIOTCS B COOTBETCTBUHU C
peaTu30BaHHOW WHTErpamueil WHGOPMAIMOHHOW CHCTeMbl. B MOOMIBHOM  TPHIOKEHUU
oToOpakaeTcs 3JIEKTPOHHBIM JTOKYMEHT Iepes BBIIIOJHEHHEM onepanuu ¢ HUM. [locne Toro, kak

ITonp30BaTenb y6CI[I/IJIC$I, YTO XOYCT BBIIIOJIHUTH HCﬁCTBHH C HY’>KHBIM JOKYMCHTOM, OH BBI6I/IpaeT
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kHomnky «[loamucarsy. Ecim onepamust monreepxaeHa Iloms3oBarenem, Kpunrollpo Kirou (mpu
Y4aCTMH MOOWJIBHOTO HPUIIOKEHUS, €CIM KIII0Y XPaHUTCS B HEM, Ha BHEIIHEM HOCHUTEIE WM B
pacrpeneieHHOM BHUE) MOANMCHIBACT IOKYMEHT M Bo3Bpamaer ero Ilomp3oBarenmio B BeO-
uHTepdeiice, B MOOMIBHOM NPWIOKEHUU WM MPH MOMOIIM MHTETPUPYEeMOi cucTeMbl. JlaHHBIN

MpOIECC MPECTaBICH HA PUCYHKE 13.

E <————TIpoxoanT ayreHTdMKaLMIo 1 asToprsautio—— (@5
OTnpaBAAeT AOKYMEHT Ha ﬂOAI‘IMCb—g-.’ LleHTp MaeHTudMKaumm
< (®——————Tonyuaet noanmcaHHbIi AOKyMEHT Be6-nnTepdeiic Moab3oBaTters

Cepswuc Moanucu

Cepsuc Ayanta

CepBuc 06paboTkn AOKYMEHTa
CepBuc B3anmoaencTausi ¢ SDK Katou

OTpaBASET 3aMNpoC Ha NOATBEPKAEHWE ONEPALMIO MOANWCH:

Moatsepxaaer onepauno nosmuen————@ > [KKprmopoKnor  MKMcKpurmopo Hivb

MoanuCbIBaET AOKYMEHT -

Pucynok 13 — IIporecc moanucanus 3MEKTPOHHOTO JOKYMEHTA Yepe3 MporpaMMHBINA nHTepdeiic

HHTerHpOBaHHOﬁ CHUCTCMBI, KIIFOY XPAaHUTCA B paClIpCACIICHHOM BUIC

Iponecc nognmucanust 3/ npu ncnoabzoBanuu Kirou Lite

[Tonw3oBarens, UcobL3ys Opaysep, 00 MHPOPMAIMOHHYIO CUCTEMY OTmpaBiisgeT B Kitou
Lite noxyment, BbiOupaer ¢opmar OIl u HyxkHbI ceprudukar. Kmou Lite moarorasmubaer
JIOKYMEHT K IOJINUCH, BEIYUCIISET OT HETO X3II-3HaueHue u otnpaniseT [lonb3oBarento. Ha cropone
[Tonp3oBarenst MPOUCXOAUT (HOPMUPOBAHUE HIEKTPOHHONH MOJANHMCH MOJYYEHHOTO X3II-3HAaYECHUs
(cpenctom DI TMonb3oBaTenst), mocie yero xaui-3HaueHnue, ero DIl u cBeneHus o Hel nepeaaroTces
B Kimou Lite nns 3aBepuienuss mpoueaypsl noanucanusa. Kmrou Lite ¢opmupyer moanvcaHHbIN
JIOKYMEHT COTJIaCHO BbIOpaHHOMY (hopMmaTy moAmnucu u Bo3Bpamiaer ero Ilonb3oBaremo. [laHHbIi

IIPOLIECC MPEACTABIIEH HA PUCYHKE 14.
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PEXXUM Katou Lite
LleHTp UaeHTUdMKaUMK
Beb-uHTepdeiic NMoabzoBatens
Cepsuc Moanucu
Cepsuc AyanTta
Cepsuc 06paboTkM AOKyMEHTa

OTnpaBASieT AOKYMEHT Ha noAnMCb—G—b»
MoAyYaeT NOANUCAHHBINA AOKYMEHT:

resosarers (0 *E

MKKpurmol o Kreo

Pucynok 14 — TIporiecc moanucanust 3JIEKTPOHHOTO TOKYMEHTa IpH Kcob3oBanuu Kirou Lite

9.5 IIpoBepka noanucu u IlpoBepka cepruduxara I

B Kpunrollpo Kintou peanusoBana Bo3moxxHocTh uHTerpanuu ¢ I10 «Ciyx0a nposepku
ceptuukaToB U 3aekTpoHHoM moamnucu «Kpuntollpo SVS»», koTopoe BbINoNHAET (GYHKIHUU
«IIpoBepka snexTpoHHOH moamucu» u «lIpoBepka ceprudurara Oll». IlpoBepka mnommucu
DIIEKTPOHHOTO JOKyMeHTa u ceptudukata OII moryr ocymectBuareesi llonp3oBarenem B
MHTEPAKTUBHOM PEXUME KaK MOCPEICTBOM IUTATHOrO BeO-uHTep(eiica, Tak U MHTErPUPOBAHHON
NpUKIaaHON nHpopMannoHHo# cuctemsl o REST API.

Huxe na pucynke 15 mponemonctpupoBan mpouecc «IIpoBepka moamucn» uepe3 BeO-

untepdeiic [lonp3oBarens.

E E e Beb6-uHTepodeiic Monb3oBaTens

——————————OTNpaBAAET 3AEKTPOHHYIO MOAMUCH Ha nposepKy—@—b» e 10 Cepauc Mposepku Moanucy
-

Ko poS\S

OTNpaBASIET PE3YALTAT MPOBEPKU SAEKTPOHHOM MOAMUC

VC rpennpusa

Pucynok 15 — Ilpomnecc nmpoBepku moanucu
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9.6 IlIujdpoBaHue 3TEKTPOHHOIO JOKYMEHTA

B Kpunrollpo Kirou peannzoBana ¢pynkius «lludposanue 3/1», koTopas B 3aBUCUIMOCTH
OT HACTPOEK MOKET BBIMOJHATHCA KaK C MCIOJb30BaHUEM BeO-mHTEpdeiica, Tak U MOCPEACTBOM
nporpammuoro uatepderica Kpunrollpo Kirou.

[Tonp30Barens HHUIMUPYET onepanuto mudposanus D] npu nomomm «3amudpoBaThy Ha
BeO-unTepdeiice Ilonp3oBaTens WaM NpU MOMOIIM MPOTPaMMHOTO HHTEpderica MHTerpupyemMon
CHCTEMBI, 3arpy’kKacT WM BBIOMpAET U3 crucka umeromuxcsa ceprudukar D11 u qokyment, mocie
yero npoucxoaut obparmienue k Cepsucy [loamucu. Cepsuc [loanucu HaxoauT cepTuduKar B CBOCH
0aze nanubix (nanee — bJ/1) n ununmanuszupyer ceccuro ¢ HSM ¢ nomomipto Kpuntollpo HSM Client.
Kpunrollpo HSM Client nepenaer B HSM nokymeHT B Bue MaccuBa Oaiit, a HSM 3ammdpoBbiBaet
nokymeHnT u BosBpamaer Cepsucy [lommucu. Cepsuc Ilognucu oTmpaBiseT 3amm@poBaHHBINA

JAOKYMCHT ITonp3oBaresmto. I[aHHLIfI IIponecce NMpeaAcCTaBJICH HA pPUCYHKC 16.

LleHTp MaeHTUOUKaumm
Beb6-uHtepoeiic MoabzoBaTtens
Cepsuc Moanucu

Cepsuc Ayanta

Cepsuc 06paboTku AOKyMeHTa
Cepsuc B3aumopeincTeust ¢ SDK Katou

I
E Edl‘lpouecc wWndpoBaHusm-

MK Kpurmol o Krro4 MAKM «Kpurmrol o HSMb

m]—?;arpyxam AOKYMEHT U HYXHbI i cepTudukat 9I'I—0->
MY SN |

--§€)—BosBpallaeT 3aWMP poBaHHbIN AOKYMEHT
Mrs3oearern @
Mrb3osareb

Pucynok 16 — IIpornecc mmdpoBanus JOKyMEHTa

9.7 PacmiudpoBaHue 3J1eKTPOHHOI0 TOKYMEHTA

B Kpuntollpo Knrou peanmzoBana ¢yukmus «PacmmdpoBanne 3I]JI», kotopas, B
3aBHCHUMOCTH OT HACTPOEK, MOXKET BBIMOJHATHCS KaK C MCIOJIb30BaHHEM BeO-uHTepdeiica, Tak U
NoCpeCTBOM nporpamMmmHoro unrepdeiica Kpunrollpo Kirou.

[Tonp30BaTens HHUIMUPYET onepalnuio pacurdposanus 31 npu nomouu «PacimdpoBarb»
Ha BeO-uHTepdeiice [lonb3oBarens UM Mpy MOMOIIM IPOrpaMMHOTO UHTEpdeiica HHTerpupyemMon
CHCTEMBI, 3arpy’aeT WU BHIOMPAET U3 CIUCKA UMEIOIIUXCS CePTUPUKAT U TOKYMEHT, [IOCIIE Yero

npoucxoauT obpamienue k Ceppucy Iloamucu. Cepsuc Iloanucn naumanusupyer ceccuto ¢ HSM
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¢ momompbio KpunrolIpo HSM Client. KpunrolIpo HSM Client nepemnaer 8 HSM 3ammudpoBanHbIit
JIOKyYMEHT B BHJIe€ MaccuBa Oaiit, a HSM pacmmdpoBsiBacT JOKyMEHT U Bo3BpamaeT Ha CepBHC
[Hoanucu. Cepsuc Iloanucu ornpasiser nokyMeHT Ilonp3oBarento. JlaHHBIH Mpoliece npeIcTaBiIeH

Ha pucyHke 17.

—3arpyxxaeT AOKYMEHT U HY)XHbl 1 cepTuduKar 3I'I—9-> LleHTp MaeHTUdMUKaLM K
Beb6-uHTepoeiic Moab3oBaTeas
Cepswuc Moanucu

CepBuc AyanTta

Cepsuc 06paboTKM AOKYMEHTa
Cepsuc B3anmopencteus ¢ SDK Katou

@].fg

brs3oBatem

<—©—Bosspa|.uaeT pacLUMPPOBAHH bIi AOKYMEHT-

brs3oeaterb

E Mpouecc —
E— @ pacwunopoBaHua

KKpurol o Ko MAKM «Kpurmrol o HSM:

Pucynok 17 — Ilpornecc pacmudpoBanust 3J€KTPOHHOTO TOKyMEHTa

9.8 AyauTt coObiTHii 1 GopMHUPOBAHUE OTYETOB

Aynut komnoneHToB Kpunrollpo Kinrou npoussoaurcs npu nomomun komnonenra Cepauca
Aynurta. AyIuT TOCTyIIEH A ciefyromux komnonenTos Kpunrollpo Kirou:

—  Uentp Unentuduxanuu;

—  Cepsuc lloamnucu;

—  Cepsuc O6paboTku JIOKyMEHTOB.

Hactpoiika ayaunTa coOOBITHH oOcyliecTBIseTcs AIMHHUCTPATOpoM cucteMbl. CoObITHS
3aIMKChIBAIOTCS B )KypHAJIbI, KOTOphIEe OTchutatoTcs B CepBuc AynuTa U 3anucbiBatores B ero b/l

[Tonb30BarTemnto JOCTyNEH TOIBKO MPOCMOTP ayIuTa COOBITUN U UX COPTHPOBKA MO QUIBTPY

1/ WIIH JaTe. OnepaTop MOKCT IPOCMATPHUBATH BCC neiictBus [loap3oBartens.
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10 OcHoBHBIE NperuMyniecTBa HCIO0JIb30BAHUS
Kpunrollpo Kiarou

[Tpu ucnonbzoanuu Kpunrollpo Kitou qoctynHel ciienyronme npeuMyIecTna:

LHEeHTpalIM30BaHHOEe ympaBiaeHue cepsucom OII B kopnoparuBuo UT —
uH(ppacTpyKType;

BO3MOXXHOCTh pPa3BOpPauMBaHUs B UMIIOPTO3aMEIIEHHOM Cpefie;

MCIIOJIb30BaHNE OTEYCCTBCHHBIX KPUITOTPAPUIESCKIX AIITOPUTMOB,

pasnuYHBIE  CMOCOOBI  XpaHeHHWsI W HCIONb3oBaHuWs — kmoued Ol -
MOOUIIbHAs/pacTpe ieieHHas/IOKaTbHAs TO/IIKCh;

MHO>KECTBO cxeM ayTeHTHuKkanuu [lonp30Barens 1iist 1ocTyna K KIo4am,

MHOKECTBO TIOJIJICPKUBAEMBIX BHJIOB W (opMaroB moAmwck ¥ IIHPPOBAHUSL
JIOKYMEHTOB,

REST API nyst peanuzanuu pa3iMuHbIX CIICHApHUEB PaOOTHI;

BO3MOXXHOCTh pa0OThI KaK Ha JIECKTOIE, TaK U B MOOUIILHOM MPHJIOKEHUU
BO3MOXHOCTH paboTsl ¢ kitouamu Ilonp3oBareneit Ha NFC-TokeHe,

obecrieueHre IOPUINIECKON 3HAYMMOCTH JIEKTPOHHOTO JOKYMEHTa B COOTBETCTBUHU C

TpeOoBaHUSMU 3aKOHOIaTeNbcTBa Poccuiickoit deneparum.
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11 Bo3moskHble BapuaHThl ucnojdb3oBaHust Kpunrtollpo
Kirou

Komnanus OOO «Kpunrollpo» mnpennaraer aBa BapuaHTa MCIIOJIb30BaHMS PELICHUS
IIK «Kpunrollpo Kirou»:

—  pa3BopauMBaHME pellIeHUs B HUH(GPACTPYKTYpE BaILEro MPearnpUsITHs;

— wucnons3zoBanue Cepsuca sektpoHHoil noanucu OO0 «KPUIITO-TITPOy.

B 00oux cimyyasix Bl HOJy4aeTe MOJHBIA JOCTYIT KO BCeM (PYHKLHUSAM MPOTYKTa U MOXKETE
MCII0JIb30BAaTh €T0 JJIsl PELIEHUs CBOUX 3a/1a4.

s pa3BopauMBaHHs pelIeHUs B HMH(PACTPYKType Balllero MNPeanpUsTUs HEOOXOAHMMO

npuoOpecTH:

CEPBEPHOE U CETEBOE 00OPYOBAHMUE;

—  JIMLEH3MHU Ha cUcTeMHoe U npukiaaHoe [10;

—  juueH3un Ha npoayKTsl koMrnanuu OO0 «KPUIITO-IIPOy;

—  TEXHUYECKOe  IPOEKTHpPOBAaHUE,  pa3pabOTKy  paboyei-3KCIUTyaTallMOHHOW U

OpraHU3alMOHHO-PACIOPAIUTENBHON TOKyMEHTALUY,;

—  YCJIYTH [0 BHEAPEHUIO U TEXHUYECKOU MOJIEPIKKE CUCTEMBI.

Jlia ncnonb3oBanusa Cepsuca anekTpoHol noanucu komnanuu OO0 «KPUIITO-ITPO» na
6aze [1K «Kpunrollpo Kmrou» u ITAKM «KpuntollpoHSM» Heobxonumo npuoOpectu:

—  JInuensuu komnanuun OO0 «KPUIITO-ITPOy;

—  YCIYTH cepBHUCa 3JIEKTPOHHOH MOJINCH;

—  YCIYTH YJOCTOBEPSIOIIEro LEHTPA;

—  YCIYTH IO pa3paboTKe BHYTPEHHUX OpPraHU3allMOHHO-PACTIOPAIUTEIbHBIX TOKYMEHTOB,

OMPCACIAOIINX MOPAAOK IKCILTyaTalluu CEpBUCA oIl
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12 I1oae3HbIe CCHLIKH IS 03HAKOMJICHHUS C
¢pyunkuuonasom Kpunrollpo Kirou

I[JISI O3HAKOMJICHHUA C q)YHKHHOHaJIOM CHUCTCMBI Bbl MOXCTC BOCIIOJb30BAaThCA HaAIINM
TCCTOBBIM CCPBUCOM BHCKTpOHHOﬁ noaAnucu Wik CaMOCTOATCIIbHO YCTAHOBUTL BHUPTYAJIbHYIO

MAaIIUHY Yy ceOs.

s unterpauuu ¢ TectoBbiM KoHTYpoM COII Ha 6aze IIK «Kpunrollpo Kirou» ciemyet

oJaTh 3asBKY Ha nmoakiaroueHue g Oneparopa.

JUisi yCTaHOBKM BHUPTY&JIBHOIO CTEHAA 3arpy3UT€ TOTOBYIO BUPTYAJIBHYIO MaIllIMHY Ha

ctpanuiie o ccbuike https://cryptopro.ru/products/ca/2.0/howto

Taxoke ecTh BO3MOXHOCTb ITPONTH 00y4arolie Kypchl 0T Y4eOHOro LeHTpa
«Mubopm3aniTay:

e T215 INopsinok pazsepthiBanus U npuMeneHus 11K "Kpuntollpo Knrod" 1.0. Ha

mwiardopme Astra Linux.

e T534 Ilopsiaok pa3BepTHIBAHKS, IPUMEHEHN 1 MOHUTOPUHTa HHMPACTPYKTYPBI IS

YCOBEPIIEHCTBOBAaHHOU ditekTpoHHoM nmoamucu Ha ocHose 11K "Kpunrollpo Kirod" u

texnoJsiorui Kpunrollpo.
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